REAL-TIME
RISK MANAGEMENT
A View on MiFID II Compliance Challenges

Context

It comes as no surprise that the Markets in Financial Instruments

Objectives of MiFID II

1

Harmonised Protection of Investors

2

Single Competitive Market across EU

3

4

Fairer, Safer & Efficient Markets

Reinforced Supervisory Powers

Directive (2004/39/EC) has been a critical and significant chunk of
the legislative activity to have affected the European financial
markets in the past decade. While the first iteration of the directive
(since its implementation in 2007) was instrumental in creating a
single competitive financial market for the all the firms operating in
European Union and ensuring a high degree of investor protection.
However, it also highlighted the chinks in the armour which
needed amends to sustain and fortify the core objectives.
The rapid changes in technology and changing market structures
meant that the original directive no longer can comprehensively
uphold the objectives that were set out. It, therefore, becomes
imperative to close the gaps, revise strategies based on the lessons
learnt (during and after financial crisis) and to accommodate the
changing market needs — and to bolster investor confidence.
In response, after more than two years of vigorous debate, an
enhanced MiFID Directive (2014/65/EU) and a regulation - MiFIR1
(EU No. 600/2014), collectively known as MiFID II has been
adopted by the European Parliament. The new rules which will
come into force from Jan-2018 are mammoth in their scope and
reach, affecting a multitude of financial instruments, markets,
facilitators and participants.
MiFID II, like its predecessor, is being adopted using a legislative
approach know as ‘Lamfalussy Process’ — a four level approach
that starts with European Union directives issued by the European
Council, followed by a more detailed technical guidance that
constitutes the second level. The third level is the facilitation of
coherent implementation and uniform application of EU legislation
by the Member States. Finally the legislation becomes law and
practised in the markets of the Member States.

MiFID is a cornerstone of the EU's regulation of
financial markets seeking to improve the
competitiveness of EU financial markets by creating
a single market for investment services and activities
and for ensuring a high degree of harmonised
protection for investors in financial instruments.
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Markets in Financial Instruments Regulation - (EU) No. 600/2014
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Timelines

MiFID II is a colossal piece of legislation with significant impact on various financial market
stakeholders. Further, depending on the business and operating model, it affects diverse functions
within an individual firm. Given that such complexity warrants adequate planning, which in turn is
a factor of time, the regulation has been pushed from the initial compliance date of Jan 2017 by a
year to provide room for the industry to brace for the impact.

Exhibit 1 MiFID II/MIFIR Principal Milestones Timeline

ESMA Implementing Technical Standards (ITS)

Jul 2017

Final Drafts by Q4

ESMA Regulatory Technical Standards (RTS)

20162

July 2014

Delegated Acts (DA)

MiFID/MiFIR Apply in
Member States

Jan 20183

Transposition into National
Law of Member States

Entry into Force

ESMA Guidelines - Cross Selling Practices

Jul 2016

ESMA Guidelines - Provision of CFDs & Other Related Products in Retail
Investors

Mar 2016

ESMA Guidelines - Assessment of Knowledge & Competence

2014

2015

Supposed to be published by Jan 2016 - Delayed - Expected to be published in Q4 2016
3 Extended by one year from Jan 2017 to Jan 2018
4 Not all Level 3 Guidance are expected to be published. ESMA to release Q&A for other topics.
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Feb 2016

ESMA Guidelines - Transaction Reporting,
reference data, order record keeping, clock
synchronisation

Dec 2015

ESMA Guidelines - Complex Debt Instruments & Structured
Products

2016

2017

2018

Level 1 Measures
Level 2 Measures
Level 3 Measures4
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At a Glance
MiFID II introduces multiple key considerations with respect to pivotal
themes across the investor value chain. Building on the foundations of
the first iteration, it includes:
‣ Expanded Products & Services (emission allowances, PRIPs,
structured deposits , etc.)
‣ Changes to Trading and Market Structures (new execution venue
such as OTFs)
‣ Enhanced Investor Protection (through ban on inducements,
discretionary portfolio management, additional pre/post trade
disclosures)
‣ Stricter Internal Controls and Governance (new ‘management body’,
controls on remuneration and qualifications, enhanced internal
compliance , etc.)
‣ Extensive Market Transparency & Surveillance (Transaction
reporting, position limits & exemptions)
In a nutshell, while the definitions of some aspects are expanded (for e.g.
financial instruments), the definitions of few are narrowed (like
exemptions) — in effect bringing a lot more into the purview of the
newer regulatory initiative. Some of the high-level considerations of
MiFID II are given below in Exhibit 2.
The multi-faceted approach is adopted to plug in the loopholes and to
ensure “a safer, sounder, more transparent and more responsible
financial system that works for the economy and society as a whole.”

Exhibit 2: MiFID II Key Considerations

Main Topic

Sub-Topics

TRADING

Best Execution

Trading Venues

Pre/Post-Trade
Transparency

Algorithmic/HFT
Trading

INVESTOR

Market Access

Market Offerings

Inducements

Market Advice

RISK MONITORING &
CONTROL

Communication
Surveillance

Trade Surveillance

Data Surveillance

Appropriation &
Execution-Only

GOVERNANCE

Corporate Governance

Client Asset
Safeguarding

Enhanced Transparency

Enhanced Reporting

LIMITS &
EXEMPTIONS

Limit Setting &
Disclosure

Commodity Position
Limits

Emission Allowance

Ancillary Business
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Managing Risk under MiFID II
The flip-side of changing market structures, furtherance of technologies and evolution of investment services is the
emergence of risks hitherto unknown. Regulatory response to these challenges translates into swift and expansive reforms
to curb and mitigate systemic risks and to maintain market order. While these reforms will have an extensive impact on a
variety of stakeholders, a corollary for the financial institutions will be the way risk is identified, controlled and mitigated as
a continuous process. Traditional modes of risk management would need to be supplanted with proactive and real-time risk
monitoring.
MiFID II reforms tackles this cycle of innovation challenges — reform initiatives — risk strategy adjustments through a
system of limits, qualitative and quantitative controls and persistent surveillance mechanisms.

Risk Mitigation through Limits & Controls
The two dominant and time-tested strategies in risk mitigation are limits management and control mechanisms. The
regulators under MiFID II reforms too adopted these to promote financial stability and coherent markets. Managing risk
through limits has two vital benefits:
‣ Setting thresholds of tolerance ensures that the organisation is consciously acknowledging the risk appetite and,
‣ Monitoring of these thresholds on a real-time basis ensures that the organisation is well within the boundaries of the
organisational and regulatory risk limits
While limits tend to be quantitative in nature, controls assume qualitative approach in managing risk effectively. The
MiFID II regulatory reforms provide for managing risk through limits and control via a number of Level 1 (Recitals and
Articles) and Level 2 (RTS/ITS) measures. Some of the notable points are discussed below.
Exhibit 3: Notable Sections for Risk Monitoring & Control under MiFID II

Topic

Level

Level 1 Text

Article/Section

Article/Section Description

Recitals 59 - 65

NA

Article 17

Algorithmic Trading

Article 48

Algorithmic Trading
Level 2 Text

RTS 6 - Article 1 - 4

Systems resilience, circuit breakers
and electronic trading
General Organisational
Requirements

RTS 6 - Article 5 - 12

Resilience of Trading Systems

Pre-Trade Controls

Level 2 Text

RTS 6 - Article 15

Pre-trade controls on order entry

Post-Trade Controls

Level 2 Text

RTS 6 - Article 17

Post-trade Controls

Real-time Monitoring

Level 2 Text

RTS 6 - Article 16

Real-time Monitoring

Position Limits for Clearing
Members

Level 2 Text

RTS 6 - Article 26

Position Limits

Recitals 127 - 129

NA
Position limits and position

Position Limits for
Commodity Derivatives

Level 1 Text

Article 57

derivatives
Article 58

Level 2 Text

RTS - Regulatory Technical Standards

management controls in commodity

RTS 20 - 21

Position Reporting by categories of
Position Holders
Commodity Derivatives
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Algorithmic Trading
The advancements in technology over the past decade led to the introduction of Algorithmic/High-Frequency Trading
(HFT). While the use of HFT methodology is associated with increased liquidity, decreased short-term volatility and
narrow spreads, it is also viewed as an agent of disruption to the overall fair and seamless functioning of the market if not
used in a controlled manner. Article 17 of the MiFID Directive opens with the statement — “An investment firm that
engages in algorithmic trading shall have in place effective systems and risk controls suitable to the business it operates to
ensure that it's trading systems are resilient and have sufficient capacity, are subject to appropriate trading thresholds
and limits and prevent the sending of erroneous orders or the systems otherwise functioning in a way that may create or
contribute to a disorderly market.”
It is of interest to note the emphasis that the directive places on
employing thresholds and limits on the HFT. A further look at the RTS
6 shows that the stress is on the controlled deployment of algorithms by
setting cautious limits. The limits apply to a number of factors such as:
‣ Number of financial instruments being traded
‣ Price of the instruments
‣ Value of the orders
‣ Number of Orders
‣ Strategy positions
‣ Number of Markets, etc.
Apart from the quantitative limits, there are various qualitative controls
to be implemented by the organisation under MiFID II. RTS 6 of
directive elaborates on various topics of the qualitative controls that
firms need to put in place while using Algorithmic trading techniques.
These extend to cover the areas of:
‣ Implementation Governance - controls over the development, scale, implementation and support (including making
changes/providing updates) for Algo-systems
‣ Organisational Governance - putting in place controls on structure and operations of firms using algorithms for trading
purposes including compliance, staffing, IT and sourcing and clear elucidation of their respective roles and
responsibilities.
‣ Controls on Deployment and Usage - Delineation of development and testing of Algo-systems and operating
environments through pre-established procedures
‣ On-going Compliance - Policies and procedures for periodic assessment and validation of systems including subjecting
the systems to stress tests

Pre-Trade Controls
Since the trading firms are subjected to different kinds of risk, the directive accommodates different kinds of controls to
address and manage such risks. Pre and Post-trade risk controls have to be put in place to discourage unruly trading and to
monitor credit/market risk respectively.
The pre-trade controls include:
‣ Controls on Order entry - price collars, max order value, max order volume, max message limit, etc.
‣ Controls on Trade Strategy Application - throttling the number of times a particular strategy is applied
‣ Controls on Trade Eligibility - blocking and ceasing trades from traders who do not have permission
The pre-trade controls mentioned above must be appropriately calibrated for their capital base, clearing arrangements,
trading strategy, risk tolerance and experience.
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Post-Trade Controls

Real-Time Monitoring & Alerts

‣ Controls on Credit and Market Risk - managing the
effective exposure through continuous assessment and
monitoring

All the controls mentioned in relation to algo-trading, pre
and post-trading are subjected to real-time monitoring.
The real-time monitoring should cover trading activity
including those on behalf of clients and should check for
signs of disorderly trading.

‣ Controls on Trade Reconciliation - reconciliation of
trade information (orders and exposures) between the
firm, trading venues, CCPs , etc.
‣ Controls on Specific Product Types - for derivative
products, controls through limits are to be set for trades
and the strategy (maximum overall short and long
positions).

These real-time alerts must be capable of notifying the
appropriate staff and control authorities any breaches in
the threshold limits set. The RTS defines real-time alerts
as those generated within 5 seconds of the relevant
event.

‣ Governance Controls - Ensuring Accountability of posttrade controls to relevant individuals in the organisation
along with internal Compliance department

Elaborate controls must be placed around real-time
monitoring including accountability measures through
staff and compliance teams. Response windows must be
set for responding to regulatory issues and follow-up
action procedures if required.

Disclosure Requirements and Limits

Limit Monitoring for Clearing Firms

The extension of post-trade transparency regime from
MiFID I would mean more instruments falling under the
gambit of transparency requirements. The transparency
requirements now extend to equity-like and non-equity
instruments which would mean the trading activity such as
bid and offer prices, firm quotes, etc., on all the regulated
trading venues (RMs, OTFs, MTFs)5 and SIs6 needs to be
disclosed on a wide range of financial instruments.

For firms acting as General Clearing Members too, the
controls are shaped up in the form of position limits.
Specifically, clearing firms are expected to set and manage
appropriate position risks to manage counterparty, liquidity,
operational and such other risks.

The disclosure requirements also extend to limits on
volumes (for waiver volume caps) and number of
transactions (for SIs which are allowed to establish nondiscriminatory and transparent limits on the number of
transactions they are entered into with clients pursuant to
any given quote).
This in turn would be possible only if the regulated trading
venues set and monitor the limits of volumes or the
number of transactions for the respective instruments
traded.

They need to monitor client position with respect to these
limits on a real-time basis along with pre and post-trade
controls for managing any breaches from these limits.
Detailed records on limits, their breaches and such other
information must be kept for compliance verification and
audit purposes.

“…the [position] limits shall be set
…to prevent market abuse, support
orderly pricing and settlement
conditions…”
- Article 57, MiFID Level 1 Text

5
6

RM - Regulated Markets, OTF - Organised Trading Facility, MTF - Multilateral Trading Facility
Systematic Internaliser

8

Position Limits Regime for Commodity Derivatives
With the objective of enhancing the oversight and transparency of the commodity derivatives markets and to address the
excessive volatility in the commodity prices, MiFID II introduces a position limit framework within which the competent
authorities of individual member states can operate. This is to ensure a harmonised approach to the application of position limits
in all member states of EU and to prevent market abuse. The nuances of position limits are explained in Articles 57 and 58 of
Level 1 Text and in the Regulatory Technical Standards (RTS) 20 and 21 of Level 2 Text.
The position limit regime is applicable to all the commodity derivatives and Economically Equivalent OTC contracts (EEOTC).
However, in the interests of commercial users and commodity producers (who do not pose any systemic risk or influence
investors adversely), exemptions can be availed for position limits.
The application of position limits is based on a baseline measure and a baseline limit range with a flexibility component which
the competent authority of the respective member state can exercise. The baseline measures and the limits are defined based on
whether the contracts are for spot months or other months. The Deliverable Supply is the baseline measure for spot months
whereas Open Interest is the measure identified for other months. This is in the view that supply of the underlying commodity
actually being available is of prime importance as the contract nears maturity while open interest which measures better
liquidity when the contract is away from maturity, is a more apt measure for other months.
The limits will be applicable on the net position in a commodity derivative that can be held by a person or held by the group
entity on the person’s behalf. The position defined must take into account the aggregated position of all its subsidiaries.

Exhibit 4: Baseline Measures and Position Limits - Commodity Derivatives

Spot Months

5
6

Commodity
Type

Baseline
Measure

Agricultural
Commodity
Derivatives

Deliverable
Supply

Baseline %

25%

Other Months
Flexibility for
Competent
Authority

+10% -22.5%

Baseline
Measure

Baseline %

Flexibility for
Competent
Authority

Open Interest

25% of total open
Interest for
>50,000 lots

+10% -22.5%

+10% -25%

Other
Commodity
Derivatives

Deliverable
Supply

25%

+10% -25%

Open Interest

25% of total open
interest unless
open interest is
less than 10,000
lots in which case,
baseline is 2,500
lots

Other
Commodity
Derivatives

Deliverable
Supply

25%

+25% -25%

Open Interest

25% of total open
Interest for 10,000
- 20,000 lots

+25% -25%

Securitised
Commodity
Derivatives

Number of Units
in Issue

+10% -25%

Number of Units
in Issue

25% unless less
than 10million
securities in issue

+10% -25%

25% unless less
than 10million
securities in issue

RM - Regulated Markets, OTF - Organised Trading Facility, MTF - Multilateral Trading Facility
Systematic Internaliser
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Risk Monitoring through Surveillance
Another crucial area in risk management and control is with
respect to Surveillance. An essential cog in risk monitoring,
surveillance assumes various forms, more so with current
advancements in technology. While MiFID I introduced
surveillance mechanisms for equity traders, the rapid
evolution of communication systems and the resultant
adoption across financial systems only meant that it needed
reinforcement.
Keeping this in view, MiFID II not only strengthened to
reflect changing technological communication systems but
also extended to all the market offerings in various other
asset classes. Article 16 of MiFID Level 1 Text says “An
investment firm shall arrange for records to be kept of all
services, activities and transactions undertaken by it which
shall be sufficient to enable the competent authority to fulfil its
supervisory tasks and to perform the enforcement actions"
Evidently, there are two fundamental sides to surveillance
and monitoring under MiFID II:
‣ To record all forms of communication and data —
tagged and timestamped and,
‣ To store and retrieve it on demand — regulatory or
otherwise
The WHAT TO
The market surveillance measures to be undertaken by
financial institutions are multi-pronged:
‣ C o m m u n i c a t i o n M o n i t o r i n g : Re c o r d i n g a n d
monitoring of all types of trade communication across
asset classes whether it takes the form of email, instant
messengers, voice or even face-to-face meetings. All the
communication resulting from these channels need to be
tagged and time-stamped.
‣ Trade Data Recording: With the increased reporting
and transparency requirements under MiFID II, it is
essential that not only reception, transmission and
execution of client order are recorded, but also nature of
trading strategies, financial instruments data, portfolio
compressions and trade data itself. Recording and
storage of trade data is a practice which is existing in
many organisations already. However, firms could take
this opportunity to relook at the trade data warehouse
strategies to ensure that the data supports strategic and
regulatory requirements.

Also, recording of trade strategies is especially relevant for
organisations employing Algo/HFT trading systems.
According to Article 17 of MiFID Level 1 text “The
competent authority of the home Member State of the
investment firm may require the investment firm to
provide, on a regular or ad-hoc basis, a description of the
nature of its algorithmic trading strategies, details of the
trading parameters or limits to which the system is subject,
the key compliance and risk controls that it has in place”.
‣ Market Data: Having trade data without all the
supplementary market data that went into the trading
decision/strategy will result in an incomplete jigsaw. It is
essential for the organisations to record and store market
data including benchmark indices referenced. Utilising
the power of trade analytics for pre and post-trade
analysis also requires this.
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The HOW TO
Understanding the How of the surveillance is as crucial as
the What in ensuring regulatory compliance. The following
are the prime features in this endeavour:
‣ Safety: Storing the data in a safe manner minimising
the possibilities of data corruption for a minimum of
5-7 years
‣ Retrievability: Storing the data in a manner which is
easily and entirely retrievable - whether on-demand or
periodically
‣ Business Continuity: Inclusion of Surveillance data in
Business continuity plans for minimising the risk of
data loss through necessary backups and other
mechanisms
‣ Adequacy: Anticipating and ensuring that adequate
physical space and storage capacity is available to meet
the growing needs of storing surveillance data
‣ Unified: Ability to unify the surveillance and recording
requirements across the bank (business lines, desks,
regions, etc.)

Of Appropriation and Execution-Only Trades
The case of appropriation and execution-only trades
warrants a special mention under the header of
surveillance. Under the current requirement, firms
providing investment services (other than investment
advice or portfolio management) need to assess the
whether a particular product or service is suitable for
existing or potential clients based on the latter’s knowledge
and experience. Organisations are exempted from carrying
out such an assessment if:
‣ Service is Execution-only and,
‣ The financial instrument is part of the list given
under MiFID II as “execution-only”
Also, there will be record keeping requirements based on
this such as — information obtained on the existing or
potential client and also of the assessment including the
particulars such as assessment criteria, methodology and
result. Organisations need to keep this in mind while
preparing for surveillance compliance rules.

“Recording of telephone conversations or
electronic communications involving client
orders is…justified in order to strengthen
investor protection, to improve market
surveillance and increase legal certainty in
the interest of investment firms and their
clients.” - Recital 57, MiFID II Level 1 Text
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What is the Impact

Exhibit 5: Impact Analysis

Multi-Function Impact
Much has been said about the impact of MiFID II since its
genesis in 2014. With the compliance date looming around
the corner, all the stakeholders across the investment value
chain need to be prepared in order to avoid adverse
regulatory actions. From a financial institution’s point of
view which is the most affected of the lot, orchestrating
this mammoth regulatory compliance exercise is of utmost
importance.
‣ Business Model: A direct impact of MiFID II will be
reduced spreads and increased competition. Coupled
with ban of inducements, regulatory limits and stricter
definitions of dos and don’ts, organisations need to
rework pricing and distribution strategies — an
implication of which would have impact on the business
model itself. Many Firms would need to work from
ground up to realign and build a sustainable model.
‣ Multi-Functional Impact: The new regulation will have
repercussions on several functions across the
organisation cutting through, front-office, middle-office
and back-office. A cost-effective way of managing
infrastructure, governance, processes and controls must
be designed. Buy-side firms would need to adjust
according to the obligations of sell-side firms resulting
from overlapping regulatory requirements.
‣ Data & Reporting: As was detailed earlier, it is evident
that the organisations need to record and store
humungous amounts of data across business lines, desks,
geographies and use cases. The data also needs to be
ready for analytics and reporting consumption. While the
regulatory reporting in itself is a big-impact
phenomenon, strategic analytics and reporting become
non-regulatory obligations to ensure edge in the
crowded market.
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Policy

Analysis

Very High Impact

High Impact

Medium Impact

Low Impact

Cost Implications
An essential consideration that cannot be ignored during
the whole process of MiFID II compliance is that of costs.
While the initial studies7 suggest that the costs would be
about 0.15% of total operating spending in EU banking
sector, this cannot be viewed in isolation. With various
regulations competing for the same dollar and with
business altering impact of MiFID II, organisations need to
optimise costs and ensure that cross-regulatory synergy is
achieved.
Though the costs of compliance spike in the short term,
investor protection, better access to EU markets and
optimised business models are expected to yield robust
financial markets.

Source: http://europa.eu/rapid/press-release_MEMO-14-305_en.htm
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ACAPM View
MiFID II compliance timeline is not far from where we
stand today. Regulatory guidance with respect to MiFID II
is still trickling in and is expected to continue well into
2017. Given that the regulatory scenario is buzzing with
activity across the strata of financial industry, vying for
the same set of resources and overlapping timelines, it is a
challenging period for financial institutions.
Since this landmark regulation has a multi-asset and
multi-functional impact, financial firms should not only
view this as a compliance exercise rather as an
opportunity to upgrade and overhaul systems, processes
and governance structures. While organisations need to
relook at strategies, mobilise resources and make swift
decisions in implementing in-house or third-party
solutions where possible, they should also focus on
building and investing in flexible and robust systems
which can accommodate future regulatory or strategic
objectives. This balance will prove to be a critical success
factor in the long-term for financial institutions.
The implications of MiFID II will extend beyond EU as it
sets high standards of investor protection paving way for
similar adoptions across geographies. While rest of the
world await their turn, the countdown starts for
organisations in EU!

A right step in restoring
investor confidence!
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ACAPM is a specialist advisory firm with focus on
Financial Benchmarks, Capital Markets Regulations
and Enterprise Risk.
ACAPM delivers exceptional value to clients
enabling them to cope with new regulations,
improve governance and achieve efficient capital
management through cutting-edge product
solutions, consulting and advisory services.
The RegCube® and BenchmarkCube® suite of
regulatory solutions from ACAPM, enables banks
and financial institutions to plan, strategise and
proactively respond to regulatory changes. With a
multidimensional solution approach, RegCube®
helps financial institutions to keep a close watch
on the pulse of the regulations empowering them
to navigate the path to regulatory compliance with
precise and actionable elements.

The Technancial Company delivers advanced realtime risk management and trade surveillance tools
to global markets. The Technancial Company’s
TM

products, JANUS

TM

Risk Manager, JANUS

Margin

TM

Engine and JANUS Trade Surveillance, are used
by global institutions across markets, regions and
asset classes to supervise their trading, market
making, DMA and HFT activities. More than 70 risk
checks and more than 60 clearing houses’ margin
TM

algorithms are supported by the JANUS platform
and can be used in pre-trade, post-order (at-trade)
and post-trade to manage market, credit and
operational risks in low latency environments.
The company is headquartered in London and has
offices in Chicago, Hong Kong and Milan. For more
information please visit http://technancial.com
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